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Asset Management for Cybersecurity: 10 
Essential Questions to Answer 

 

O V E R V I E W  

In building our cybersecurity asset management platform, we’ve had conversations with hundreds of 
security professionals about the challenges they face around seeing and securing all assets. In this post, 
we’ll cover the ten most common questions we’ve heard, why they are difficult to answer, and how to 
overcome the obstacles.   
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Device-Related Questions 
Whenever we talk to a security professional, we ask the same question: how many devices do you have, 
and are they secure? We normally hear two answers: 

1. I don’t know. That’s a really hard question to answer. 
2. It’s a range between 10 and 40,000. 

And while we live in a time of incredible innovation from AI to Machine Learning, Deception and 
Automation, it’s still difficult to answer the basics. Let’s take a look at some of the foundational questions 
at the core of any asset management initiative: 

 

Q U E S T I O N  1 :  I S  T H E  D E V I C E  “ K N O W N ”  A N D  M A N A G E D ?  

In any environment, devices can be split into two distinct categories: 

1. Known/Managed - Those devices that are known to security and management systems. For 
example, these are devices: 

a. That have an EPP/EDR agent installed 
b. Are being scanned by a VA scanner 
c. Are part of Active Directory 
d. Have a device-specific management solution (MDM for mobile, Chef or Puppet, etc.) 

2. Unknown/Unmanaged - These are devices that are known to the network (Switches and 
Routers), but do not have any of the agents above installed.  

By looking at the devices that are known and managed and those that are only known to the network, we 
can produce a list of devices that potentially should be managed. In fact, in nearly every case we find 
devices that were thought to have the right agents installed but did not. Consequently, we also find 
devices (like smart TVs or Wi-Fi power outlets) that the security teams didn’t know existed.  
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A list of unknown and unmanaged devices in the Axonius Cybersecurity Asset Management Platform 

 

Q U E S T I O N  2 :  W H E R E  I S  T H E  D E V I C E ?  

The location of the device can have a few different meanings: 

1. Where is it geographically? Is it a laptop in APAC? An IoT device in South America? 
2. What network is it on? Many large organizations have many different networks and subnets with 

nuanced differences in what’s allowed on each. For instance, the corporate network will have 
different policy rules than the R&D environment.  

3. What switch or port is it connected to? A device on the guest Wi-Fi has a different meaning and 
context than a server plugged in to the physical network.  
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Q U E S T I O N  3 :  W H A T  I S  T H E  D E V I C E ?  

Is the device a corporate-sanctioned laptop running Windows 10? A VM? A smart TV? An IoT device? The 
type of device is a determining factor in the security implications and the software that manages and 
performs updates.  
 

 
A look at a single device. In this case, a Windows 8 VM. 

 
Q U E S T I O N  4 :  I S  T H E  C O R E  S O F T W A R E  U P - T O - D A T E ?  

We often hear customers mentioning they want an easy way to see things like: 

1. Show me all Windows 10 devices that have not yet installed a published patch. 
2. As soon as a new version of OS X is available, give me a list of all devices that need to be 

updated. 
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Q U E S T I O N  5 :  W H A T  A D D I T I O N A L  S O F T W A R E  I S  I N S T A L L E D ?   

Aside from the core software, what else is present? For example: 

1. I just saw a news article that there’s an exploit in the wild for X software. Show me all devices with 
that version installed.  

2. We’re using software from a vendor that was just acquired, and the product is being EOLd. Now 
that we need to replace that software, show me everywhere it is being used in my environment.  

 
The list of all installed software on a device. 
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Q U E S T I O N  6 :  W H I C H  O F  T H E  D E V I C E S  I N  M Y  E N V I R O N M E N T  W E R E  M A N U F A C T U R E D  
I N  A  S P E C I F I C  C O U N T R Y ?  

One of our customers asked if we could write a query to show them any device that was manufactured in 
China. By looking at the network interface manufacturer, we were able to produce a list of devices known 
to have been manufactured there.  
 

 
 

The results of the query: show me all devices manufactured in China. 
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User-Related Questions 
By correlating user information with devices, we can ask questions that get to the intersection of users, 
devices, and software.  
 
Q U E S T I O N  7 :  W H I C H  A D - E N A B L E D  U S E R S  H A V E  I M P R O P E R  A C C E S S  
C O N F I G U R A T I O N S ?  

In many large organizations, keeping track of user permissions in AD can be difficult. A few examples: 

1. Show me users with AD Account Disabled. 
2. Let me see any user account with AD Password Not Required. 
3. I want to see all users with their AD Password set to Never Expire. 
4. Do I have user accounts with no pre-authentication required? 

 
AD-Enabled Users with Bad Configurations. 
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Q U E S T I O N  8 :  D O  I  H A V E  U S E R S  W I T H  D E V I C E S  N O T  S E E N  I N  T H E  P A S T  3 0  D A Y S ?  

Given a specific timeframe, show me users that have devices that have seemingly disappeared. This 
could mean a device has been stolen, dropped into a pool, or something completely benign. Either way, 
customers want to understand more.  
 

 
Users with Devices Not Seen in 30 Days. 

 
Q U E S T I O N  9 :  D O  I  H A V E  U S E R S  T H A T  H A V E  T U R N E D  O F F  T H E I R  E N D P O I N T  
P R O T E C T I O N  A G E N T ?  

This is one that we’ve seen several times, and it’s interesting. In organizations that give users local admin 
rights on their devices, we’ve heard the following: “We know that every device has our EPP product 
installed, but we have a suspicion that people are turning it off. By logging in to our EPP admin interface, 
we see that the software is installed, but we can’t tell whether it’s running.” 
 
By comparing the EPP agent’s “last seen” time with the last time the user’s device has checked in with 
Active Directory, we can see a list of suspects that may have turned off their endpoint agent. We say 
suspects, as something malicious could have killed the process or it could have simply crashed.  
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Catch-All Policy-Related Question 
 
Q U E S T I O N  1 0 :  D O  M Y  D E V I C E S  A N D  U S E R S  A D H E R E  T O  M Y  S E C U R I T Y  P O L I C Y ?  

Admittedly, this is a question that is bigger and more complicated than the rest above. However, it’s the 
question at the core of cybersecurity asset management: how can I be sure that my security policies are 
being adhered to continuously?  
 
While this question varies widely by organization, some examples of the similarities we often see: 

1. We’ve decided on x as our endpoint security agent, and every laptop, desktop, and VM should 
have that agent installed. Send me an alert any time a relevant device is found without that agent. 

2. All devices must be scanned weekly by our chosen vulnerability assessment tool. Any time a new 
device is found that is unknown to my scanner, add it to the next scheduled scan. 

3. Let me know any time there’s an available security patch and create a ticket automatically in 
ServiceNow.  

All queries can be saved, and any query can be turned into an alert.  
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About Axonius 
For organizations that see opportunity in today’s always-on and always-connected reality, Axonius is the 
Cyber Security Asset Management (CSAM) platform that lets IT and Security teams see devices for what 
they are in order to manage and secure all. By easily integrating with customers’ existing management 
and security technologies and using an extensible plugin infrastructure to add custom logic, customers 
are able to get a unified view of all devices – both known and unknown. Axonius aims to be IT’s favorite 
Security tool and Security’s favorite IT tool. For more information and to see what’s possible with a 
universal view of all devices, visit Axonius.com.   

 

Support and Questions 
We are committed to helping our customers deploy, configure, and start seeing value immediately. The 
POC deployment process will be hands-on, with any and all support services available to get up and 
running. Should you have any questions, concerns, or product feedback, please do not hesitate to 
contact your Axonius account representative at any time. 

 

Thank You 
Finally, we want to thank you for considering working with Axonius. As IT and Security professionals 
ourselves, we understand the time and effort it takes to consider a new product. Thank you for trusting us 
to help you.    

 


