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O V E R V I E W  

With many competing priorities facing information security teams, any new project must be prioritized 
against risk, net new capabilities, and ROI. The following document presents a business case for 
evaluating cybersecurity asset management solutions.  

  



   

 

 
The Asset Management Challenge 
The explosion in the number and types of devices on corporate networks has created three inextricably 
linked challenges: having comprehensive asset visibility and enforcing adherence to the security policy. 
 
C H A L L E N G E  O N E :  A S S E T  V I S I B I L I T Y  

a. Finding Unmanaged Devices - You can’t protect what you don’t know you have. We’ve seen 
unmanaged devices account for between 10% and 18% of all devices in an average 
enterprise, and a full 100% of Axonius customers find devices they were not aware of.  

 
A query showing unmanaged devices. 

 
When a device is unmanaged, you don’t know its security state or risk profile, and without that 
information, it cannot be updated.  

 
  

https://www.axonius.com/platform/asset-inventory/unmanaged-device-identification/


   

 

 
 

b. Finding Managed Devices Missing an Agent – Even with devices that are managed, there is 
no simple way to cross-correlate to understand gaps in coverage. At an average deployment, 
we see between 16% and 24% of devices are missing a security solution that has already been 
purchased and is required by the corporate security policy.  

 
A query showing devices missing an endpoint agent.  

 
Devices that are managed but missing coverage by a security solution represent two unique issues: 

a. Risk – These are devices that are corporate assets and are required to be covered by the security 
policy but are unnecessarily at risk.  

b. Waste – Dollars are wasted when a license has already been purchased but is not in use.  

  

https://www.axonius.com/platform/finding-coverage-gaps/


   

 

 
 

c. Understanding Asset Context - With many different solutions to secure devices and users, all of 
the information exists to ensure that assets are adhering to policy. The challenge is that the data 
lives in different silos.  
 
For example, when an alert from a SIEM solution comes in to a SOC, an incident responder must 
look to many different sources to understand: 

1. What device is the alert referring to? 
2. What user(s) had access or were logged in?  
3. Was the core software up-to-date? 
4. What vulnerabilities are present? 
5. What other devices share the same vulnerabilities and may be impacted? 

A list of all known asset properties for a single device. 

The time it takes to track down the essential contextual information to make an alert actionable can easily 
extend to hours.  

 
  



   

 

 
C H A L L E N G E  T W O :  E N F O R C I N G  S E C U R I T Y  P O L I C I E S  

Understanding which assets you have and whether or not every device and user meets the overall 
security policy is an incredibly valuable first step (see CIS Controls 1&2). However, just knowing which 
assets are out of policy doesn’t fix the issue.  

For example, if your policy states that every Windows device needs to have a CrowdStrike agent installed, 
if you had full asset inventory, you could end up with a candidate list: 

 

But you would then need to alert a person to deploy the missing agent on each machine. At larger 
organizations, this is just too much manual work.  

 

  

https://www.axonius.com/resource/achieving-cis-controls-12-with-cybersecurity-asset-management/


   

 

 
 

The Solution: Cybersecurity Asset 
Management 
By connecting to the different solutions that manage devices and users and correlating information, a 
cybersecurity asset management solution provides ongoing security policy validation and enforcement.  
 
O N G O I N G  S E C U R I T Y  P O L I C Y  V A L I D A T I O N  

1. Creating a comprehensive asset inventory - With a comprehensive and always up-to-date asset 
inventory, customers have a complete picture of the intersection of devices, users, and security 
solutions.  

a. Devices – For example, show me any unmanaged devices or devices missing an agent. 
b. Users – Show me all AD-enabled users with passwords set to never expire. 
c. Security Solutions – Give me a list of all assets not being scanned by my VA tool 

 
A list of assets not scanned by a VA tool 

  
Customer Example: 100% of Axonius customers find unknown devices in the initial deployment 
phase and are able to identify assets that do not adhere to their security policy as they come online. 



   

 

 
 

2 .  Alert when assets do not adhere to policy – An asset inventory is valuable, but security teams want 
to know when a change takes place where a user or device no longer adheres to the security policy. 
For example: 

A .  Devices – Tell me any time a new IoT devices is connected to the network. 
B .  Users – Let me know any time a user has been granted admin privileges. 
C .  Security Solutions – Tell me when an EPP agent has stopped sending back data. 

 

 

 

 

 

 

 

 

 

 

 

An example of an incident, which can be sent to a ticketing system. 

 
  Customer Example: Many Axonius customers use the alerting features to both enhance a CMDB and 

to enhance alerts generated from other systems. 



   

 

 

A U T O M A T E D  S E C U R I T Y  P O L I C Y  E N F O R C E M E N T  

In addition to the inventory and alerting capabilities, customers using a cybersecurity asset management 
platform are able to turn queries into action, letting them decide the level of automation that makes 
sense in their environments.  

The Security Policy Enforcement Center in Axonius 

1. Create trigger-based policy enforcement sets – Enforcement actions are triggered by any saved 
query, and can perform actions like: 

a. Deploy Software – If a device is missing an agent, deploy the missing agent 
b. Run a Command – Tell a Windows machine to fetch an update 
c. Isolate Devices in EDR – If a device isn’t meeting policy (for example, a laptop with a critical 

vulnerability), use the installed EDR to isolate it from a production network 
d. Add Device to a VA Scan – If an Amazon instance isn’t being scanned by a VA scanner, add 

it to the next scheduled scan 
e. Patch Device – Patch a machine that has an update available 
f. Block Device in Firewall – Use the firewall as the mechanism to keep a vulnerable device 

out of a critical VLAN 
g. Create a CMDB Entry – Add detailed device info to a CMDB 
h. Manage AD Services – Add or edit AD Services 
i. Notify – Send an email or slack message 
j. Create an Incident – File a ticket for someone to act on 

https://www.axonius.com/platform/policy-enforcement/


   

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

Customer Example: To enhance SOC investigations, Axonius provides contextual information to 
enhance alerts, drastically decreasing the time spent trying to understand the meaning behind alerts. 
One customer was able to quantify the value from just a single use case: Dramatically decreasing the 
time spent getting device context from SIEM alerts.  
Mean Time to Inventory Value 
To understand the value of decreased MTTI, we use the following calculation: 
(Minutes spent gathering contextual information * # of incidents) * pay rate = MTTI Cost 
 
For example, if it takes 10 minutes/incident to gather context, and there are 10 incidents a day, with 
an analyst making $100,000 per year: 
 
10x10=100 minutes or 1 hour and 40 minutes per day 
$100,000 at 8 hours/day 5 days/week for 50 weeks per year = $50/hour 
$83/day spent on gathering context or $93,750 per year 
 
If you were to decrease MTTI from 15 to 3 minutes: 
3x20=60 minutes or 1 hour per day 
$75/day spent on gathering context or $18,750 
 
Dollars Saved: $75,000 
 

 



   

 

 
 

Ultimate Value: Decreased Risk 
Any security solution must be judged by decreased risk. By enabling ongoing security policy validation 
and decreasing mean time to inventory, customers decrease their risk profile by: 

1. Understanding what they have 
2. Understanding the coverage gaps and addressing solutions that have been purchased but 

not fully deployed 
3. Validating what is properly protected 
4. Getting alerted when anything changes 
5. Creating automated action sets to ensure security policy adherence 
6. Lowering mean time to inventory and subsequently resolving incidents faster 

We hope that this document has presented a clear business case for evaluating a cybersecurity asset 
management solution like Axonius. We believe that our platform can provide tremendous value today, 
and it will only continue to grow as we invest in its functionality. We encourage any and all questions and 
comments, as our mission is to create a product that can significantly increase the productivity and 
security of our customers. Simply selling a product that sits on the shelf doesn’t get us excited to go to 
work in the morning.  

 

  



   

 

 

About Axonius 
Axonius is the only cybersecurity asset management platform that gives organizations a 
comprehensive asset inventory, uncovers security solution coverage gaps, and automatically validates 
and enforces security policies. By seamlessly integrating with more than 120 security and management 
solutions, Axonius is deployed in minutes, improving cyber hygiene immediately. Covering millions of 
devices at customers like the New York Times, Schneider Electric, and AppsFlyer, Axonius was named the 
Most Innovative Startup of 2019 at the prestigious RSAC Innovation Sandbox and was named Rookie 
Security Company of the Year by SC Magazine. For more visit Axonius.com 

Get Started 
Because it integrates natively with over 120 security and IT solutions customers already have, getting 
started is painless and fast. To get a demo and to see what you can do with a unified view of all assets, 
click here.  

Support and Questions 
We are committed to helping our customers deploy, configure, and start seeing value immediately. You 
can view our getting started documentation here. Should you have any questions, concerns, or product 
feedback, please do not hesitate to contact Axonius at any time. 

 

Thank You 
Finally, we want to thank you for considering working with Axonius. As IT and Security professionals 
ourselves, we understand the time and effort it takes to consider a new product. Thank you for trusting us 
to help you.    

 
 

    

 

 

 
 

https://www.axonius.com/platform/
https://www.axonius.com
https://www.axonius.com/platform/adapters/
https://www.axonius.com/demo/
https://docs.axonius.com/
https://www.axonius.com/company/support/
https://www.axonius.com/demo/



